TP HAProxy

2 serveurs web sont requis.

Installation HAProxy

:-$ sudo apt install haproxy

Configuration d’HAProxy

Ligne a ajouter a la fin du fichier /etc/haproxy/haproxy.cfg

listen cluster_web
bind *:80
mode http
balance roundrobin

option httpclose
option forwardfor

server web1l 16.1.43.2:80 check
server web2 10.1.43.3:80 check

stats enable

stats hide-version
stats refresh 30s
stats show-node

stats auth admin:admin
stats

Les IP sont a changer en fonction des votre :

- La premiére est 'adresse de votre serveur HAProxy
- Les 2 autres sont les IP de vos serveur web

Vérification du service HAProxy

Sudo service haproxy status

haproxy.service - HAProxy Load Balancer

Loaded:
Active:
Docs:

Process:

Main PID:
Tasks:
Memory:
CPU:
CGroup:

loaded (/lib/systemd/system/haproxy.service; enabled; vendor preset: enabled)
since Fri 2024-11-15 09:51:08 CET; 4s ago
man: haproxy(1)
file: /usr/share/doc/haproxy/configuration.txt.gz
4250 ExecStartPre=fusr/sbin/haproxy -Ws -f SCONFIG -c -q SEXTRAOPTS (code=exited, status=0/SUCCESS)
4252 (haproxy)
3 (limit: 2270)
69.7M
198ms
/system.slice/haproxy.service
4252 fusr/sbinfhaproxy -Ws -f fetc/haproxy/haproxy.cfg -p /run/haproxy.pid -5 /run/haproxy-master.sock
4254 fusr/sbin/haproxy -Ws -f fetc/haproxy/haproxy.cfg -p /run/haproxy.pid -S /run/haproxy-master.sock




Configuration Serveur Web

Serveur web 1

2: enp@s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fq_codel state UP gr
oup default gqlen 1008
link/ether 08:00:27:55:b1:fb brd ff:ff:ff:ff:ff:ff

inet 10.1.43.2/24 brd 10.1.43.255 scope global noprefixroute enp@s3

Serveur web 2

2: enp0s3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP gr
oup default qlen 1000

link/ether @8:00:27:df:fb:d1 brd ff:ff:ff:ff:ff:ff

inet 10.1.43.3/24 brd 18.1.43.255 scope global noprefixroute enp®s3

:-S ip route list
default via 10.1.43.1 dev enp@s3 proto static metric 20100

Modification /var/wwwl/index.html

Serveur web 1

Site 1 Fonctionnel

Le site 1 est bien fonctionnel

Serveur web 2

Site 2 Fonctionnel

Le site 2 est bien fonctionnel




Test
Connexion au serveur HAProxy sur la machine client

(=) Site 1 Fonctionnel %+ v B O &

&« (&] O 8 192.168.43.240 E g 5 =

Le site 1 est bien fonctionnel

Vérification des machines
« C O & 192.168.43.240, 5 g O =

HAProxy
Statistics Report for pid 3929 on duncan-VirtualBox

> General process information

acte UP nackup UP Display option: Extenal rsouces:
« Primary site

pid = 3929 (process #1, nbproc = 1, nbthread = 2) active UP, going down il backup UP. going down - seope  Unos (20)
uptime = 0d 0h36m4ds « Hide DOWN servers = —
system limits: memmax = unlimited; ulimit-n = 524288 octive DOWN, guing ua - @heckup DOWN, geing up « Disable refresh + Online manual
maxsock = 524255, maxconn = 262123, maxpipes = 0 active or backup DOWN | [not checked
curtent conns = 1: curtent pipes = 0I0; con rate = Usec; bit rate = 0,000 kbps active or backup DOWN for maintznance (MAINT)
Running tasks: 0/14;idle = 100 % active or backup SOFT STOPPED for maintenance

Note: "NOLB''DRAIN" = UP with load-balancing disabled.

Queue Sessions Bytes Denied Enors Wiamings Server
Cur | Max  Limit Cur Max | Limit Cur Max  Limit | Total LbTot | Last In Out  Req Resp Req Conn  Resp Retr | Redis Status LestChk  Wght Act Bok | Chk | Dwn | Dwntme | Thrile
Frantend 1 1 1 2]  e2123) 16 s272| 99314 0 of o OPEN
webl of o o 1 of 1 - 1 34m22s 388 513 0 0 of o 0 115 UP Wokinims | 11 [ v [ - [ 4] 2] ams|
web2 of o o 1 of 1 - 3 30msss| 1081 1539 0 0 of o 0]  36m26sUP Wokinims | 1t [ v [ - [ 2] 1] 16s|
Backend of o o 1 of 1 %213 5 4 os| s272) 9934 o0 0 1 o o 0| 36maes P w» |2 [ o] | 16s|
7 . .
Désactivation du Serveur web 1
(5 | site 2 Fonctionnel X | + v - @ x

¢« c O 8 192.168.43.240 E A D g N =

Le site 2 est bien fonctionnel




Le serveur HAProxy a bien basculé sur le Serveur web 2

On peut voir que le serveur web 1 est bien hors ligne et que le serveur web 2 a pris le relais.

« (¢] QO 8 192.168.43.240 bl g N =
HAProxy
Statistics Report for pid 3929 on duncan-VirtualBox
> General process information
active UP backup UP Display option: External resources:
pid = 3829 (process £1, nbproc = 1, nbthread = 2) active UP, going down backup UP. going down + Scope
uptime = 0d 0h34m01s

DOWN backup DOWN, + Hitle DOWN servers
system limits: memmax = unlimited; ulimit-n = 524288 acwe gomgup (g backip hgangup

maxsock = 524288; maxconn = 262123; maxpipes = 0 active of backup DOWN | | not checked

current conns = 1. current piges = O10; conn rate = Usec; bit rate = 0,000 kbps active or backup DOWN for maintenance (MAINT)

Running tasks: 0/14; idle = 100 % active or backup SOFT STOPPED for maintenance

Note: "NOLE""DRAIN = UP with load-balancing disabled.

+ Online manual

Queue Session rate Sessions Bytes Denied Erors Warnings Server

Cur | Max | Limit Cur Max Limit Cur Max = Limit | Total LbTot Last n Out Req Resp Req Conn  Resp Retr | Redis Status. LastChk | Wght Act Bok Chk Dwn = Dwntme | Thrile
Frontend i 1 Joaf 2| ameim| w0 aon| 330] 0 of 0 OPEN
webl of o o 1 of 1 - 1 1 smas| 8| s [ [) o o 0| 28mds DOWN WTouTin20i2ms | 11 [ v | - [ 4] 2] 2omds
web2 o o of 1 o 1 - 3 3| 2smis| 10m| 1539 0 [] o o 0|  33m43suP L40K in 1ms [ [y - [ 2 | 165
Backend o o of 1 of 1 %6213 5| 1 os| 3om| a0 o [ 1 o o o] a:masup [ 2o | | 165

Création du script pour le firewall
:-$ sudo cat fetc/init.d/firewall
#1/bin/bash

start() {
echo -n "Application des régles iptables: "
iptables -F
iptables -Xx
iptables -t nat -F
sysctl -w net.ipv4.ip_forward=1
iptables -P FORWARD DROP
iptables -A FORWARD -d 10.1.43.
iptables -A FORWARD -s 10.1.43.
iptables -A FORWARD -d 10.1.43.
iptables -A FORWARD -s 10.1.43.
iptables -t nat -A POSTROUTING -0 enp@s3 -j MASQUERADE

iptables -t nat -A PREROUTING -p tcp -d 192.168.43.240 --dport 2221 -j DNAT --to-destinatien 10.1.43.2:22
iptables -t nat -A PREROUTING -p tcp -d 192.168.43.240 --dport 2222 -j DNAT --to-destinatien 10.1.43.2:22

echo "Termine."

1

stop() {
echo -n "Suppression des regles iptables: "
iptables -F
iptables -X
iptables -t nat -F
iptables -P INPUT ACCEPT
iptables -P FORWARD ACCEPT
iptables -P OUTPUT ACCEPT

echo "Termine."

case 51 in
start)
start

-

Stopj
s

top

-
'3

restart)
stop
start
status)
/sbinfiptables -L
/sbin/iptables -t na

..
»

echo "Usage: %0 {start|stop|restart|status}”
exit 1




Changement des droit pour que le fichier puisse étre éxecuté

:-S sudo chmod +x fetc/init.d/firewall

Redémarrage du daemon

: 5 sudo systemctl daemon-reload

Démarrage du service firewall

S sudo service firewall start

Vérification des régles avec iptable

:~S sudo iptables --list
Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain FORWARD (policy DROP)
prot opt source destination
all -- anywhere 10.1.43.2
all -- 10.1.43.2 anywhere
all -- anywhere 10.1.43.3
all -- 10.1.43.3 anywhere

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

:-$ sudo iptables -t nmat -L
Chain PREROUTING (policy ACCEPT)
target prot opt source destination
DNAT tcp -- anywhere duncan-VirtualBox tcp dpt:2221 to:10.1.43.2:22
DNAT tcp -- anywhere duncan-VirtualBox tcp dpt:2222 to:10.1.43.2:22

Chain INPUT (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)
target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
prot opt source destination
3 Hl= dnvwhere




Test

Connexion ssh depuis le client ubuntu aux serveurs web

$ sudo ssh duncan@le.1.43.2
[sudo] password for duncan:
duncan@l®.1.43.2's password:
Welcome to Ubuntu 22.04.5 LTS (GNU/Linux 6.8.8-48-generic xB86_64)

* Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical.com
* Support: https://ubuntu.com/fpro

Expanded Security Maintenance for Applications is not enabled.
® updates can be applied immediately.
7 additional security updates can be applied with ESM Apps.

Learn more about enabling ESM Apps service at https:/fubuntu.comfesm

The 1ist of available updates is more than a week old.

To check for new updates run: sudo apt update

Failed to connect to https://changelogs.ubuntu.com/meta-release-1ts. Check your
Internet connection or proxy settings

Last login: Fri Nov 15 16:13:41 26024 from 10.1.43.1

% sudo ssh duncan@l®e.1.43.3

The authenticity of host '16.1.43.3 (160.1.43.3)' can't be established.
ED25519 key fingerprint is SHAZ256:LUPA0YMGKGE+yxt+krpOClaGo+yzvV /SXNBT7YmWL30cC.
This host key is known by the following other names/addresses:

~/.ssh/known _hosts:1: [hashed name]
Are you sure you want to continue connecting (yes/no/[fingerprint])? vyes
Warning: Permanently added '18.1.43.3' (ED25519) to the list of known hosts.
duncan@1®.1.43.3's password:
Welcome to Ubuntu 22.84.5 LTS (GNU/Linux 6.8.0-48-generic xB86_64)

* Documentation: https://help.ubuntu.com

* Management: https://landscape.canonical.com

* Support: https://ubuntu.com/pro
Expanded Security Maintenance for Applications is not enabled.
@ updates can be applied immediately.
7 additional security updates can be applied with ESM Apps.

Learn more about enabling ESM Apps service at https:/fubuntu.comfesm

The list of available updates is more than a week old.

To check for new updates run: sudo apt update

Last login: Fri Sep i 14:53:31 2024 from 192.168.150.51
5

Désactivation du service firewall

:-$ sudo service firewall stop




Nouveau test

L'accés est refusé grace aux régles du firewall



